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Protect your processes

The hardware-assisted separation of operating systems and resources with
the RTS Hypervisor has been proven in thousands of applications worldwide
for more than 10 years. In addition to its secure design, though, the Hypervisor
features many more security-related functionalities, which are continuously
being improved. This makes it the perfect platform for real-time applications
in industries with demanding security requirements, such as the industrial,
energy, and medical sector.

No plug-ins

MMU
virtualization

Dedicated
security
gateway

Temporal Rights
isolation @@= ===== management
of workloads for APIs

/0
restrictions

Hardware-
protected
memory

Secure
boot

Chain

No backdoors of trust



Secured design

The Hypervisor has been completely written by our own
engineers. No third party was involved in any part of the
development process. The independent solution is neither
based on an OS or another virtual machine manager, nor
does it require any plug-ins for secure and deterministic
operation of your processes. There are no unnecessary
interfaces enabling potential access to the system.
Therefore, executing non-Hypervisor code or logging in is
not possible by design.

Thanks to exclusive resource allocation, the RTS Hypervisor
guarantees secure operation under all circumstances.
Hardware access can be blocked, filtered, modified, and
timed. Temporal isolation of workloads assures that real-
time applications are securely protected from impairment of
concurrent workloads running in other operating systems.
During operation, individual processor cores or operating
systems can even reboot while the remaining systems
continue to be fully operational.

Your benefits

True separation: independent and
hardware-protected OS and BIOS operation

No backdoors: autonomous development
without plug-ins or unnecessary interfaces

Secure inter-system communication:
access to shared memory partitions
limited to authorized processes

Protected loT connection: dedicated gateway
for external communication on board

Rich set of security features: rights
management, secure boot, chain of trust,
MMU virtualization, IOMMU, and many more

Proven solution without teething problems:
100000 Hypervisors in use worldwide,
over 10 years experience

Managed access

The RTS Hypervisor features rights management for all
Application Programming Interfaces (APIs). Main memory
areas assigned to an operating system and its applications
are hardware-protected, thus assuring the system’s overall
data integrity. With individual read and write rights, the
Hypervisor limits access to the low-latency shared memory
partitions to authorized operating systems.

Access to and from external networks safely takes place via
a physical network adapter which is exclusively assigned to
an »edge 0S«<. This can for instance be a Linux partition with
Network Function Virtualization (NFV] featuring a firewall
and virus protection. Running a dedicated security gateway
directly on board eliminates the need for expensive external
gateways which mark a potential security risk due to open
sockets.

Security options like Memory Management Unit (MMU)
virtualization, I/0 restrictions, and IOMMU for extended
access protection of PCl devices can be turned on
selectively. The Hypervisor supports secure boot and
enables a chain of trust to guarantee the trustworthiness of
each involved software layer.

»The Hypervisor allows us to
provide customers who lack
installation capacity with one
space-saving, consolidated
automation platform.

Most importantly, it securely
Isolates our real-time system
from external access.«

Richard Gregorius, Lenze, Germany



Real-Time Systems GmbH is a leading provider of real-time
virtualization, hypervisor and operating system technology for
embedded and real-time systems. With an extensive knowledge

of quality software design, Real-Time Systems GmbH provides a
competitive advantage to their customers. The Intel® co-development
partner was founded in 2006 and is headquartered in Ravensburg,
Germany. Since 2018, Real-Time Systems GmbH is a company of
congatec GmbH with partners in Europe, USA, and Asia.

www.real-time-systems.com
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